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INTRODUCTION / A48

XYZ Hotels makes available to its employees as well as to employees of the subsidiaries ("XYZ
Hotels") a personal portion on the hard disk to all users of Server-based applications. Furthermore
each department can make use of a ,department-drive". Each employee has access to this
department drive.
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It is assumed that business related data would be stored on drives, the private - and the
department drives. The company has to ensure that business related data would be accessible at
all times. The access to business-related data may not depend on the presence of the employee in
qguestion. In order to ensure access at all times, the following regulations apply.
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COMMENCEMENT OF EMPLOYMENT / FFi& B

Each employee is entitled to a portion of the system’s hard-drive for personal use. This storage
space is made available on the first working day. As a principle, only the employee has access to
the personal section. The employee is therefore able to store his business related data as well as
his personal data. The superior has to ensure that the employee will find this resource ready on his
first day of work. The superior issues a request for such storage space prior to employment. It is
the responsibility of the superior to advise the employee in the correct usage of the different
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drives. He is also responsible to instruct the employee in the use of his equipment such as
Desktop, Notebooks etc.
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RULES FOR THE USE OF THE PERSONAL DRIVE / /™ A\ K232 18] ()45 F 5 0

Business related data has to be accessible to the superior and the colleagues at all times. Each
employee has to store business related data in such a manner, that his presence will not be
necessary to access this data. The employee must organise his personal drive in such a way, that it
is easy to distinguish between private and business related data. It must be possible for persons in
charge to determine at first sight, which data is of a private nature and which data is of a business
nature.

AR, B A BIBAL 51 T Re i BE R U5 1)V S5 50 B k) . BT R T A LUK —
T 77 ARAE T 55 AH SR I B8 TERL—R1 e 45 SRR 52077 1) 12 55 25040 i AN 7 51 1 G2 8hs
FEE) e . I 3 AR AR N A B A7 B Rk, D F A A BL SN 55
WERLIT, FHEAN—H T

It is the duty of the IT Manager in charge to issue easily understandable guidelines. It is the
responsibility of line management to ensure, that each employee has knowledge of proper data
management.
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Each employee has to ensure that his superior has access to all business related data on the
department drive at all times. Either he stores the data clearly separated in the department drive
for business related data and on the private drive for personal data or, he gives authorisation to
his superior to access the subdirectory ,Business-data“ on the private drive. The superior is
responsible for the achievements of the department; therefore he is entitled to access all
business-related data.
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It is the duty of the IT Manager to enable all superiors access the subdirectory ,business” on the
private drives.
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If an employee is out of the office (vacation, sickness, training etc.) he is responsible to designate a
deputy, who has full access to all business related data, including the private data on the personal
drive. The superior has to be informed accordingly.
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The same applies for the superior. He has to make sure that all business related data is accessible
to his deputy.
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All accessible drives are to be used according to their purpose. This means that they are to be used
according to the job description and the area of responsibility of the department. The only
exception is the private data on the personal drive. For the use of this drive the following rules
apply:
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=  The interests of the employer must be protected;

AR e AR
] It is strictly forbidden to use the company’s infrastructure for illegal actions such as:

T2 R FE TP T % B i V0t AT AR VEAT A, e

O racist statements FE S 12

sexist content in word, image or voice 3, & B T AP BB N 2
pornographic materials &1 P %%
materials dealing with violence % JJ N %%
harassment of any kind J&4 N 2
politically radical statements it FIEUE 5 16

O O O O O

. It is to be used for private use only

ICRAA NG5

For any questions concerning the use of the personal drive please contact your superior or the IT
Security representative of your region.
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TERMINATION OF EMPLOYMENT / JE&E% 1k

The employee has to hand over all business related data to his superior or to his deputy prior to
leaving the premises. It is the responsibility of the employee that no business related data will be
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lost and that all confidential and restricted information remains with the employer. It is forbidden
to make any such information available to other parties other than the employer.
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All private data is the property of the employee. He is allowed to take the private data with him

(on diskette, CD) upon termination of employment.
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Without urgent reasons to do otherwise, the technical person in charge must definitively delete all
private data on the system.
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The Human Resources Department is responsible, that each employee signs a declaration in which
he gives permission to handle the private data as described above.

NFTBHIRER ST B 1 TR A W, BIAC VR R A B 5 sQA B AR G AL NS 2.

COMPLIANCE TO SECURITY RULES / 2245 | (138 5F

The Company must take care that all IT-Resources (Hardware, Software, and Data) are not put at
risk.

AR LR FTA S BER-URE CREAE, 3 REd) 22T .

The technical infrastructure must be built in such a way, that the declared XYZ Hotel Security goals
can be achieved. (Data protection, Privacy, Confidentiality of Business-data, Compliance with any
laws, in particular protection of intellectual property rights, technical attacks etc.)
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All employees must contribute to their best ability, in order to achieve these goals. Should an
employee detect hazardous circumstances or weaknesses, it is his obligation to inform the
superior or the IT-Security Officer immediately.

P R LRSI FRE, DUARZ 2 B, WR T fEke G ol sig sy, A L5
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ACCESS RIGHTS / i [AIALR

Each employee is herewith informed that the following individuals have full access-rights to
monitor compliance with this document:

FESLERPA AL, BUR R R G5 B BA 58 a0 R AU & A7 MR AT 0t
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> IT security representative {5 & AR % 4R
General Manager / Superior S & H /55 = 2% | B L )2
> Head of the Human Resources Department, to which the employee belongs A 77 % & &8 71 51

A
> Regional IT Manger [X3§{5 B AR &

A\ 4

Any reading and handling of data on personal drives is allowed only in the presence of at least two
of the above mentioned individuals.

5 D) i B AL S AR A B BORE, LA b A4 DL SR KN A FI I AR

These Individuals with access rights sign a declaration in which they ensure that the privacy and
the rights of personality of the employee will be guaranteed.

CA_E AT A5 205 RN 53 i 2525 38 AH OG5 -~ PRAIE 53 T 1 NSRS BUAIAS AR AL

SECURITY CHECKS / 224 #r

In order to ensure proper operation of the IT Systems, XYZ Hotels International must undertake
systematic security checks in order to keep the business properly running and to avoid that any
confidential information being accessible to any unauthorised persons . This includes the
monitoring of services provided such as e-mail, Internet and Intranet. Specially authorised
individuals (see “Access rights”) will perform these checks.

N T RS B HORRGRIER B A, BRIy b R AR Gt 2 A AT 0 DLORAIEME 55 I IE # s
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TECHNICAL INFRASTRUCTURE / FiREREE K&

The instruments mentioned below allow the protection of company property:

LA A SRV w72 R A

*  Antiviral-Software X & F

*  Firewalls [Jj K%

*  Intruder detection systems N2l &4t

=  Disc-quotas L7 X

*  Backups A

- Documents including Protocols, Audits, Log files, Trace files, Dumps etc.

AR, W, A, BRSSO, B s
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LEGAL CONDITIONS / ¥E5E %4

The company is responsible for adherence to the applicable laws. This includes:

NEH SR E AR, A

] To acknowledge and protect the privacy of the employee;
ARNIERI 72 TR

. That the handling of data will be restricted to the scope of an ordered investigation (e.g. no
reading of content of the private data on the personal drive);

RS B A PR A3 B 1 7 — AN 2 i B VG R Y Cln AN w2 B 53 A AR A3 rh AL
NEHE TR

. The collection of data according to business needs only;
ACHR b 55 75 ESER B A5

. That the right to information and the right to correct one’s own data remains untouched;

F IR RSB A N A 1045 2 5 IEAUAN 32 R

. That the data will be made available to a restricted number of individuals only and data will
be stored safely;

P s BRI SR VPR e N R, R e P it Bkt

. That the data will be forwarded only where allowed by local laws and under no
circumstances will be made available to unauthorised individuals / or unauthorised
organisations;

R AL SR L AUE W SCVFRIAEZR Y . TR, SRR B NBREH e &%
A AE TR

The employees have the following duties:

B TAHLUTR T

= To handle with due care all information in connection with their duties;
ROV S RIPAHR KA E B

. To protect the interests of XYZ Hotels;
YA AR IR S AL 28

. No illegal actions are allowed, such as dealing with contents of racism, sexism,
pornographic content, violence, harassment of any kind or politically radical statements;

ERILARFEVEAT g, WA B S MBI, PEAIEAHL, ol 277, BERPLEE LRt
AERMHRMNE.

. It is forbidden to use the company’s infrastructure to spread data and information, especially
confidential information, or to make such confidential information available to third parties.

FAEASE P S BERAL AR T Bt A S, JUH RN ERE S, s L 5 5 R
=%,

. Should the employee detect irregular or dangerous circumstances in connection with
Security, it is his obligation to inform the company at once (Superior or IT Security
representative).
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MONITORING / M5

XYZ Hotels conducts systematic and permanent monitoring of the IT-Systems, including the
private drives.

PR IER BTG BRAR RACEN NER AT R B RREK MR

This has to be done strictly in a statistical manner and in such a way, that personal profiles shall be
impossible to be obtained. Reports will be anonymous. Should reports allow concluding personal
data or personal profiles, such data shall be destroyed immediately. The Monitoring may only be
realised by the authorised individuals mentioned above. The only legitimate purpose shall be to
ensure the safe operation of the company’s infrastructure as earlier mentioned.

I RLZ P K ATt 2207, H DA AT RESRICAS N Bk 77 Skt FrA ik s X B4
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Monitoring of individuals (in particular reading of the private data on personal drive) is allowed
only after contacting the individual in advance. This does not apply in cases when the individual is
clearly a suspect of violation of any laws. The company has the right to collect and/or save
evidence in the event of criminal abuse.

TSN CRE AR B SeA7 it TS N h RN E ) ORI, D6 ZAE B Al 75 50 =5 = AR
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Each employee has the right to learn in which way the monitoring will be effected.

AL 3 TIA RS, WEIRE LU Ay AT

SANCTIONS / 4t 5}

In case of violation of company regulations or any laws, the company reserves the right to take
appropriate action. This can be a written warning or in strong violations, dismissal. The superior
decides on the appropriate action in co-operation with the Human resources Department and/or
the Legal Department.

WA AT A S 8 F B BEVE R AT, A E) DR B R IBURH LS T O BOR] o 35 s 35 7T RE 2= Ui 3]
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In the event of violation of local laws the Area Management must be informed.

WA S A R R AT O, A I R 2 M BT
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Place, Date: e
i, HIW
Read and accepted:
e 15 52 DA BN 25
the employee:

R
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